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This project must be seen as an eye-
opener for the various authorities, the

banks and the cell phone companies, who
must start taking responsibility. 

They must take action against relentless
cyber criminals, by enabling the
prosecuting and investigative

organisations to apprehend the criminals
and to protect the public against the

unrelenting onslaught of cyber attacks.

Cyber Crime and the need for financial investigation is on the
increase, especially in the aftermath of Covid-19 and the fast-

approaching festive season. 

South Africa’s economy is in dire straits and unemployment is
ever increasing.  

  
Criminals and syndicates are using this opportunity to lure

innocent victims into promises of quick money-making schemes
and investments. Owing to an increase in these types of crimes,

the public is making more and more use of private
investigation companies with an expectation of possible

recovery. 

As private investigators we are challenged in our
investigations by the following:  
 

1. Bank information security policies.
2. Access to 3rd party information (banking details and cell information,

etc.)
3. Clients (victims) struggling to recover funds from payee banks.
4. Clients (victims) not having access to resourceful sites or routes to assist

in recovering their losses.
5. It appears as if banks are securing and protecting their own interests. 
6. The public is uneducated and uninformed in online banking and banking

scams.
7. Some of the banks and financial institutions are turning a blind eye to the

crisis. Their attitude is: "Mr. Client you have no recourse as you have
initiated the suspected fraud transfer or transaction. It is your loss" 

8. Banks fail to interchange fraudulent account information amongst
themselves. They should be more proactive in safeguarding their clients
and the banking industry. At this stage, it seems to be every bank for
itself. 

9. Banks secure their image by trying to reduce their own risks in:
Image.
Media.
Own financial loss in relation to the loss felt by their own clients or
clients of another financial institution. 

10. Although various warnings are posted on banks' websites warning clients
against scams, it appears that this is being used as an excuse to distance
them from the risks imposed by:

Their clients.
Bearing risks towards reimbursing clients. 

11. Private investigators are kept at a distance, yet our current judicial
system is not on board to handle all the financial crime matters.

12. Prosecutors and the SAPS are not equipped with adequate knowledge or
experience to handle these cases.

13. Onboard are institutions like SABRIC and SAFPS, yet their information is
not shared with outside parties like bank clients and victims or private



investigators. 
14. Owing to possible image and media risks, banks do not entertain third

parties.

The South African Banking Risk Information Centre (SABRIC) is a Non-Profit
Company formed by the four major banks to assist banking and cash in transit
industries in an attempt to combat organised bank-related crimes. The focus of
SABRIC is to be Africa's trusted financial crime risk information centre
leveraging on strategic partnerships. 
  
SAFPS is also a Non-Profit Organisation which aims to improve vigilance with
regards to fraud, financial crime, and identity theft by educating businesses
and consumers about fraud and assisting them to protect themselves. 

All parties, judicial, SAPS, private investigators, SABRIC, SAFPS and banks
should come to par and find a solution to work together to curb this enormous
risk and to assist each other in these increasingly important investigations. 

As private investigators, we receive little to no
assistance from banks when investigating a crime
where a bank was involved. 
 

1. It seems as if the banks are trying to cover themselves when a query
comes in from a client.

2. Not all banks check the account holder's name against the account
number. This pre-empts the question of whether there are possibly other
checks banks fail to do?

3. The banking industry has strict laws and policies covering the client’s
personal information.

4. We suggest that banks should have a shared repository between them,
where confirmed fraud is logged, and all the banks have access to this.

5. Banking clients are not educated appropriately when it comes to dealing
with scams.

6. One needs to find out if the bank systems in place are adequate for
combatting cybercrime in the banking industry?

7. The banking industry is moving into an ever-increasing digital era and
systems must be able to cope with this demand.

8. The competition between banks is fierce and new innovations are rolled
out frequently. Clients need to ask, “are these systems put through
proper testing?”

Safety precautions: 
 

1. Contact your bank and the fraud line as soon as you suspect your account
has been compromised.

2. Immediately reset your pin and password. On all your platforms: PC,
Laptop and cell phone.

3. These passwords should not be the same.
4. Use strong passwords. As such, strong passwords consist of a

combination of uppercase and lowercase letters, numbers, and special
symbols, such as punctuation. They should be at least 12 characters long,
although we would recommend going for one that is even longer.

5. The bank should not ask you to approve any transaction which you did
not initiate.

6. Never share an OTP-pin code.
7. Ensure that you receive an immediate notification of any transactions

made on your account.
8. Keep your software and operating systems updated. To make it easy, turn

on automatic updates when possible.
9. Be sure to install software to scan your system for viruses and malware,

to catch anything that might get through.
10. Enable multifactor authentication. This is when users have the option to

type in a separate code from an app or text message or email message
when logging in. Whenever you have this option, make use of it especially
for crucial logins such as bank and credit card accounts.

11. Do not click on suspicious-looking links and do not download attachments
or apps from unknown sources.

12. When you do receive a suspicious-looking email or message, check the
email address look for its origin.



Check the sender's actual address in the message header against
the “From” address.
The displayed “From” name is easier to fake than the sending mail
address.
The actual addresses should match, or the sending mail address
should clearly be originating from a legitimate institution sending a
message.

13. Look for bad grammar, strange capitalization, or spelling mistakes.
Legitimate companies usually put effort into catching mistakes before
releasing an email. Peculiar text can be used to circumvent spam
software.

14. Do not use unsecured WIFI, even if it is free.
15. Stay away from free public WIFI.
16. Take responsibility for educating yourself by reading extensively and

frequently on the topic, as scams and ways of defrauding the public
continuously evolve. 

BITCOIN and other Cryptocurrency Scams 

Cryptocurrency Scams 
 

1. Cryptocurrency scams are on the increase, and it seems neither the
public nor the banks have a firm grasp on the pros and cons of
Cryptocurrency.

2. There are many unregulated traders, in this industry, preying on the
uneducated victim.

3. Most crypto scams can appear as emails trying to blackmail someone,
online chain referral schemes, or bogus investment and business
opportunities.

4. But here’s what they all have in common – and what they have in
common (Twitter hacks):

A scammer wants you to send money, or make a payment, with
Bitcoin or another type of cryptocurrency.
Once you do, your money is gone, and there is generally no way to
get it back. 
So, if you see a tweet (or a text, email, or other messages on social
media) that tells you to pay with Bitcoin, you know that is a scam.

5. Other signs that something is a scam?
They might guarantee that you’ll make money (those guarantees
are false).
They promise that you’ll double your money quickly (again, that’s
always a fake promise).
They say you’ll get free money in dollars or cryptocurrency (free
money? Nope, not ever). 

  

Advanced Fee Scams
1. An advance-fee scam is a form of fraud and one of the most common

types of confidence tricks.
2. There are many variations of this type of scam, including the well-known

Nigerian 419 scam/Nigerian Prince scam.
3. The scam typically involves promising the victim a significant share of a

large sum of money, in return for a small up-front payment, which the
fraudster requires to obtain the large sum.

4. If a victim makes the payment, the fraudster either invents a series of
further fees for the victim or simply disappears.

5. Other scams include the online sale of products, such as vehicles, fitness
equipment, etc.

6. In cases like this, the banks can step in and help clients.
7. We would like to see a bank offer a type of escrow account to the buyer

and the seller.
8. The buyer can place the funds needed into that account, the banks send

confirmation to the seller, who in turn, releases the product.
9. Until such services are available from the banks, the best practice would

be not to pay any fees upfront.

How to safeguard yourself against cryptocurrency
scams: 
 



Sign up for free scam alerts.  As noted previously, this is your own
responsibility as scammers are extremely innovative and always one step
ahead of known security measures.
Diligently research any Initial Coin Offering (ICO) opportunity you are
considering. There is no substitute for this, and there are no shortcuts.
Read and analyse the white papers with a critical eye and obtain
assistance if necessary. Find out as much as you can about the individuals
behind the ICO.
Check any bitcoin exchange’s URL. If a website’s address starts with http
rather than https, your suspicions should immediately be raised. Only
https URLS offer encryption, which can protect against cyber-attacks.
Only accept hardware wallets from trusted sources because certain
disreputable operators will sell hardware wallets with embedded “back
doors” that will allow the contents to be stolen.
Be alert for identity theft. Bitcoin fraudsters will often attempt to
impersonate a government official, a charity, or even a trusted relative.
Do not give out personal information or money to anyone simply based
on a text, an email, or some other indirect form of communication.
Use the internet as an investigative resource. If you are offered a phone
number, check it on the internet – it may have been reported as a scam.
You can also search “XYZ company scam” or “ABC company complaint” to
obtain information, for example.
Do not trust your caller ID, because it can be fooled by easily obtained
technology. Call back only to a number you know is legitimate, that you
have obtained from a reliable source (such as a phone directory) – not
your caller ID.
Do not pay money simply for a promise that may or may not be kept.
Do not decide in a hurry. That is exactly what fraudsters want you to do,
and that is why so many of them rely on high-pressure sales tactics.
Hang up on robocalls. They are illegal and they are a favourite technique
of con-artists.

AS WITH ALL OF OUR PREVIOUS KNOCKS
AND SCAMS WARNINGS! 

If it looks too good to be true, it usually
is too good to be true!

Recent noteworthy news articles 
 

https://news.bitcoin.com/south-africa-cryptocurrency-rules-usage-soars-
exponentially/
https://mybroadband.co.za/news/banking/315185-online-banking-fraud-what-to-do-
if-criminals-target-your-account.html
https://mybroadband.co.za/news/banking/311457-massive-rise-in-mobile-banking-
fraud-in-south-africa.html
https://mybroadband.co.za/news/banking/322108-the-biggest-banking-scams-in-
south-africa.html
https://mybroadband.co.za/news/banking/373312-fnb-mistakenly-blocks-companys-
online-payments-for-suspected-fraud.html
https://mybroadband.co.za/news/banking/342343-how-criminals-are-stealing-from-
south-african-bank-accounts.html
https://businesstech.co.za/news/banking/444327/fnb-warns-of-screen-scraping-
scam-targeting-customers/
https://decrypt.co/35889/how-to-protect-yourself-from-bitcoin-scams
https://joneshacker.com/2020/criminal-defense/how-can-i-protect-myself-against-
bitcoin-fraud/

Previous documents regarding knocks and scams
https://mailchi.mp/8fd1a35c6538/project-knocks-and-scamsponzi-schemes-part-18-
crowd1-goes-down
https://mailchi.mp/6a29ff1ecc9f/project-investment-schemes-and-crowd-1
https://mailchi.mp/fe998a70ef65/project-knocks-and-scams-part-17

https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=a3a91e7fd8&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=a7dc5c58fc&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=601f277b8f&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=dd84822c96&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=30fc71cd04&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=5905a24f8d&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=6917f39488&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=cc6563004a&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=05fc703462&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=a5d10c229c&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=c4bb7f9264&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=7ded196a08&e=27f2c74067
https://mikebolhuis.us12.list-manage.com/track/click?u=81ca5a64b7a954042f1ee5ab2&id=e1417b7f98&e=27f2c74067


https://mailchi.mp/9a15ef24b5e9/special-assignment-sabc-3-tuesday-evening-13-
october-2020-2030
https://mailchi.mp/ac2e5ed754e5/project-knocks-and-scams-part-15
https://mailchi.mp/085e3d376e59/project-knocks-and-scams-part-14
https://mailchi.mp/ca8ff04b2582/project-knocks-and-scams-part-13
https://mailchi.mp/36af03af4f12/project-knocks-and-scams
https://mailchi.mp/956ea25498f7/project-knocks-and-scams-part-11

(Links of earlier documents included in the above.)

ALL INFORMATION RECEIVED WILL BE TREATED IN THE
STRICTEST CONFIDENTIALITY AND 

EVERY IDENTITY WILL BE PROTECTED.

You may forward this document. 

 
Regards 

Mike Bolhuis. 
Specialist Investigators into 
Serious Violent & Serious Economic Crimes 
PSIRA Reg. 1590364/421949 
Mobile:  +27 824476116 
E-mail: mikebolhuis1@gmail.com 
Fax:  086 585 4924 

Follow us on Facebook to view our projects - https://www.facebook.com/pages/Mike-
Bolhuis/699211183522411?fref=ts 

EXTREMELY IMPORTANT: Our biggest enemy is disinformation. If you
receive any information regarding my organisation that concerns you, please
contact me, Mike Bolhuis, directly to confirm whether the information is indeed
factual or not. 

STANDARD RULES APPLY: Upon appointment, we require a formal mandate
with detailed instructions. Please take note that should you not make use of
our services – you may not under any circumstance use my name or the name
of my organisation as a means to achieve whatever end.

SSS TASK TEAM: 

Mr. Werner Koekemoer 
S.S.S Senior Specialist Investigator: Serious Violent Crimes 
Second in Charge (2IC) 
Head: Serious & Violent Crimes 
Head: K9 Unit 
Head: Anti-Poaching Unit 
Head: Crime Prevention 
Head: Anti-Crime Unit 
Head: Crime Intelligence Unit 
Head Covert Operations 
Narcotics & Security Specialist 
Head: Serious Violent Crimes Unit 
Mobile: +27 82 820 3680 
E-mail: koekies.wk@gmail.com 

Mr. Luke Enslin 
S.S.S Senior Specialist Investigator: 
Special Investigations – Project Manager & Investigations Head: SA 00013/00 
BA (Unisa) & National Diploma (Pol.) 
Organized Crime Threat Compiler & Organised Crime Investigator 
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Prevention of Organised Crime (POCA) Specialist 
Multidisciplinary Under Cover Operative & Project Leader & Investigator 
Mobile: +27 82 222 5821 
Mobile: +27 79 533 7069 
E-mail: luke.enslin@gmail.com 

Mr. Vince Harris 
National Diploma (Police Science) 
Senior Specialist Investigator: 
Serious Violent Crimes 
General Crimes 
Phase 1/2/3 
Crime Intelligence 
Conflict Resolution 
Interrogation Methods 
PSIRA Reg Number: 1271449 
Mobile: +27 82 673 1830 
E-mail: vinceharris0@gmail.com 

Mr. Koos Gerber 
S.S.S Senior Specialist Investigator: 
Serious Violent Crimes 
Protection Unit 
K9 Unit 
Track & Tracing Unit 
Risk Analysis Unit 
Mobile: +27 82 952 6909 
Email: kooscastle@gmail.com 

Mr. Jacques Rauch 
S.S.S Specialist Investigator: 
Serious Economic Crime 
Fraud Investigations 
Corruption Investigations 
Serious Violent Crimes 
Intelligence Gathering & Covert Operations Specialist 
PSIRA Reg. 2912195 
Mobile: +27 82 787 7261 
E-mail: jacquesrauch.sss@gmail.com 

Mr. Ivan Barnard  
Certified MCP  
White Hat – Ethical Hacker  
Darkweb Expert  
S.S.S Specialist Investigator: Internet Fraud  
S.S.S Head of Cybercrime Division: Email Scams, Internet Scams & Internet  
Fraud  
S.S.S Cryptocurrency & Blockchain Specialist  
Mobile: +27 82 990 3411 
E-mail: ivan.barnard@gmail.com 

Mr. Anton Bonthuys 
S.S.S Specialist Investigator: 
Specialist Data Analyst 
IBMi2 Specialist 
Telecommunication Specialist 
Money Laundering 
Mobile: +27 83 236 1598 
E-mail: anton@aabranding.co.za 

Mr. Cobus Cronje 
S.S.S Senior Investigator: 
Serious Economic Crimes 
Corporate Forensic Investigations 
Fraud Investigations 
Copper cable (overhead) theft investigations 
Diploma Forensic Investigations and Criminal Law 
National Higher Certificate - Police Administration 
Mobile: + 27 71 219 4811 
E-mail: cobuscronje15@gmail.com 

Mr. Cecil Benade 
S.S.S Senior Specialist Investigator: 
Serious Violent Crimes 
K9 - Drug Enforcement Unit 
K9 - Visual Tracking Unit 
K9 - Explosive Identification Unit 
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Mobile: +27 82 459 2555 
E-mail: cecilbenade75@gmail.com 

Mr. Tony Naidoo 
S.S.S Specialist Investigator: Serious Violent Crimes 
Intelligence Gathering & Covert Operations Specialist 
Serial Killing Investigation Specialist 
Kidnapping Investigation Specialist 
Armed Robbery Investigation Specialist 
Fraud Investigation Specialist 
Mobile: +27 79 533 7069 
E-mail: luke.enslin@gmail.com / mikebolhuis1@gmail.com 

Mr. Vaughan Schwartz 
S.S.S Specialist Investigator: 
Serious Economic Crimes 
National Chief Specialist Investigator 
Serious Economic Crimes 
B.Proc (UNISA) & Nat. Dip. Police Admin. (RSA Tek) 
Qualified Attorney & Conveyancer 
Mobile: +27 79 347 5691 
Email: vaughanschwartz@icloud.com 

Mrs. Daniëlle Van Ede 
S.S.S Specialist Investigator: 
Criminologist 
Serious Economic Crimes 
Crime Information Analyst and Criminal Profiler 
Expert Criminal Investigator Involving Female Offenders and Personality Disorders 
BA (Pretoria) BA HONS (Criminology) (Monash) 
Mobile: +27 82 456 0367 
Email: daniellevanede@icloud.com 

Mr. Morney Vos 
S.S.S Senior Specialist Investigator: 
Commercial Crime Investigation 
Vehicle Crime Investigation 
K9 - Patrol/Explosive Specialist 
K9 - Tracking Specialist 
Mobile: +27 66 212 5193 
E-mail: sss.morney@gmail.com 

Mr. Wilhelm Keyser 
S.S.S Senior Specialist Investigator: 
Serious Violent Crimes 
Surveillance Specialist 
Combat & Self Defense Specialist 
VIP Bodyguard 
Risk Analysis Specialist 
Safety & Security Specialist 
Head: Crime Protection Unit 
Mobile: +27 82 772 8957 
E-mail: wilhelmkeyser@yahoo.com 

Mr. Hein Jooste 
S.S.S Specialist Investigator: 
Crime Prevention Operative 
Crime Intelligence & Covert Operative 
Anti-Hijack & Security Specialist 
Anti-Industrial/Corporate Espionage/Sabotage Specialist 
Tracking & Tracing Specialist 
VIP & Close Protection Operative 
Special Weapons & Tactics Specialist 
Mobile: +27 83 759 8689 
Email: fourways.swordfighting@gmail.com 

Mr. Brendon Riley 
S.S.S Senior Specialist Investigator: 
Bug & Debugging Specialist 
Risk Analysis Specialist 
Alarm & CCTV Expert 
Crime Scene Cleaning Specialist 
Safety & Security Equipment Specialist 
Mobile: +27 83 273 7928 
E-mail: bhriley@mweb.co.za 

Mr. Jan Roos 
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S.S.S Senior Specialist Investigator: 
Commercial Fraud Investigations 
Narcotics ID Specialist 
Track-&-tracing 
PSIRA Registration Number: 3033614 
Mobile: +27 79 997 1132 
E-mail: sssjanroos@gmail.com 

Mr. Wesley Vos 
S.S.S Specialist Investigator: 
Serious Violent 
Serious Economic Crimes 
Mobile: +27 79 180 9205 
Email: wesleyvos250@gmail.com 

Mr. Hennie Viljoen 
National Diploma (Police Admin) 
S.S.S Specialist Investigator: 
Serious Violent Crimes 
General Crimes 
Unnatural Deaths including cases against Medical Practitioners 
X-Deputy Sherriff 
Mobile: +27 82 787 8388 
E-mail: hennieviljoen26@gmail.com 

Mr. Ray Koch 
S.S.S Specialist Investigator: 
Serious Economic Crimes 
Serious Violent Crimes 
VIP Protection 
PSIRA reg: 265329 
Mobile: +27 82 255 1516 
Email: ray.a.koch@gmail.com 

Dr. Zander Cromhout 
S.S.S Senior Specialist Forensic Investigator: 
Serious Violent Crimes.  
BA (Psychological Counselling). 
BA Hons (Forensic Criminology). 
MA (Forensic Criminology). 
D Crim (Forensic Criminology). 
Mobile: +27 72 663 1757  
E-mail: zandercromhout@gmail.com

Copyright © 2017 Mike Bolhuis Specialised Security Services, All rights reserved. 
You are receiving this email to inform and keep you up to date with violent and/or economic crimes. So

that you can inform and protect your loved ones and everyone you know. 
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