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PROJECT:
KNOCKS AND SCAMS

SWEETHEART SCAMS

WARNING!

“"Specialised Security Services” has been warning the public
on a continuous basis against various scams, especially those
targeting vulnerable and usually elderly women.

We are therefore delighted in confirming some arrests have
been made recently.

o In the Western Cape, 8 suspects between the ages of 33 and 52 were
arrested for internet scams, money laundering and international wide-
scale financial fraud.

e The successful arrests were made possible by a joint operation by the
Federal Bureau of Investigation’s (FBI), United States Secret Service
(USSS) Investigations, Interpol and with assistance from the Hawks
Serious Commercial Crime Investigation Unit, Crime Intelligence (CI),
K9, National Intervention Unit, Special Task Force (STF), Tactical
Operations Management Section (TOMS), Criminal Record Centre and
Cape Town Metro police.

e The suspects in this investigation are alleged to have ties to a
transnational organized crime syndicate originating in Nigeria.




As warned continuously in our projects, the victims are groomed over long
periods - lured into believing that they are involved in genuine romantic
relationships and scammed out of hard-earned money, pensions, and
inheritances. Elderly ladies and widows are contacted via social media and
online dating sites, enticed by handsome photos of stolen identities, religious
phrases and sweet but empty promises.

Once they have ingratiated themselves with their victims and won their trust,
the perpetrators usually fabricate poignant stories about why they would need
money from their victims:

Taxes to release an inheritance.

Essential overseas travel.

Crippling debt.

Sick/dying child.

Travel money to meet the victims.

Money for fleeing a country at war, where they were doing voluntary
work, etc.

The fraudsters eventually intimidate and berate their victims when the money
dries up. Some threaten their victims with exposure to family and friends. The
perpetrators ruin their victims’ lives and then disappear as soon as the
payments stop. The victims are left financially devastated and emotionally
humiliated and scared.

COMMON TACTICS OF ROMANCE/SWEETHEART SCAMS:

e Requests of money for emergencies.

o The scammers profess their love and offer marriage, but they
can’'t meet in person because they live too far away.

o Then they claim that an emergency has occurred, and they need
money.

o In 2020, some scammers claimed that they had tested positive
for COVID-19 and that they needed money for treatment.

e Investment opportunities.

o The scammer tries to lure victims into investing by asking victims
to wire money to them or sending them links to “investment
applications”.

o These links are malicious or phishing links, designed to trick the
victim into sending sign-in details and personal information to the
scammers.

o Offers, gifts or cash.

o The scammers claim that they want to send a gift from overseas,
but a tariff or shipment fee is needed to send the goods.

o They ask the victim to wire money or send them prepaid cards
and once they get the money, they disappear.

e Intimate messages.

o Many victims have reported sextortion after exchanging private
photos or having intimate video chats.

o The scammers threaten to share the explicit images and
screenshots to the victim’s contacts unless they receive money.



EARLY WARNING SIGNS OF A ROMANCE/SWEETHEART
SCAM:

They live in another country, or far from you.

The profile seems too good to be true.

They ask you for money.

There are always excuses for not meeting you in person.
They write in poor English.

5 WAYS TO PROTECT YOURSELF:

Do a reverse image search on the person’s photo to see if they are a
catfisher.
o Romance scammers fake their online profiles and use other
people’s photos and information.
Don't wire money to people that you only know from the internet.
o Requests for money should be a major red flag.
Never give out your personal information.
o Avoid sharing phone numbers, addresses, passwords to bank
accounts, and other identifying information.
o Be smart with your personal information to avoid identity theft
and other scams.
If you suspect a romance scam, contact Mr. Mike Bolhuis, or the social
media network where you met the person online.

SA AND GLOBAL STATS

South Africa only accounts for 2% of all reported catfish incidents in the top-20
countries, the average victim loses almost three times more money when

falling for a South African scammer.

Of the 20 countries with the highest number of reported catfish scams,
South Africa ranks at 18, having recorded 190 incidents in 2020.
These scams cost victims some R134 million.



Rank Country Total number of reports | Overall money lost | Average money lost per victim®
i Philippines 1315 £4,578.000 $3.481.37
2 Nigeria 1129 $16,814,000 $14 89283
3 Canada 1054 £7.857.000 §7,454 45
4 United Kingdom 978 $34,124,000 $34,891.62
5 Turkey 583 $25.668.000 $37.581.26
& Ghana 534 $11,425,000 $21,395.13
7 Afghanisian 4835 $6.443,000 $13.284.54
8 Gemany 361 $4.619.000 $12,795.01
9 Morocco 314 $414,000 $1,318.47
10 Mexico 259 £2.777.000 $10.722.01
11|United Arab Emirates 249 $10,001.000 £40.164 66
12 China 243 $15,195.000 $62,530.86
13 Jamaica 243 $1,139.000 84 687.24
14 Cote d'lvoire 229 $194.000 $847.16
15| Dominican Republic 221 $380,000 §1,719.46
16 France 213 $1,251,000 $5.873.24
17 Italy 208 $4,108,000 $19.750.00
18 South Africa 190 $9,354.000 $49.231.58
19 Syria 190 $3.586,000 $18.87368

20 Colombia 183 $1.040,000 $5,683.06

*The average amount of money reported ISt by victims was calcuiated by dividing the overall money 103l by the number of reports

REFERENCES:

e https://techshielder.com/catfish-analysis-the-countries-with-the-
highest-rates

RELATED PROJECTS:

e https://mailchi.mp/mikebolhuis.co.za/project-sweetheart-scam

e https://mailchi.mp/mikebolhuis.co.za/project-sweetheart-scams

e https://mailchi.mp/mikebolhuis.co.za/interview-tussen-ons-monday-
afternoon-22-february-2021-1730

e https://mailchi.mp/a5ade860598c/project-knocks-and-scams




If anyone has any information, please contact us.

All information will be treated with the utmost
privacy and confidentiality.

FORWARD THIS IMPORTANT DOCUMENT TO EVERYBODY.

Regards,

Mike Bolhuis

Specialist Investigators into

Serious Violent & Serious Economic Crimes
PSIRA Reg. 1590364/421949

Mobile: +27 82 447 6116

E-mail: mike@mikebolhuis.co.za

Fax: 086 585 4924

Follow us on Facebook to view our projects -
https://www.facebook.com/MikeBolhuisOfficial

EXTREMELY IMPORTANT: Our biggest enemy is disinformation. If you
receive any information regarding my organisation that concerns you, please
contact me, Mike Bolhuis, directly to confirm whether the information is indeed
factual or not.

STANDARD RULES APPLY: Upon appointment, we require a formal mandate
with detailed instructions. Please take note that should you not make use of
our services — you may not under any circumstance use my name or the name
of my organisation as a means to achieve whatever end.

POPI ACT 4 of 2013 South Africa: Mike Bolhuis Specialised Security
Services falls under Section 6 of the act. Read more here.

SSS TASK TEAM:

Mr. Werner Koekemoer

Second in Charge (2IC)

S.S.S Senior Specialist Investigator:
Serious Violent Crime

Head: Serious & Violent Crimes
Head: K9 Unit

Head: Anti-Poaching Unit

Head: Crime Prevention

Head: Anti-Crime Unit

Head: Crime Intelligence Unit

Head: Covert Operations

Head: Narcotics & Security Specialist Unit
Head: Serious Violent Crimes Unit
Mobile: +27 82 820 3680

E-mail: werner@mikebolhuis.co.za
Fax: 086 517 1160




Mr. Luke Enslin

S.S.S Senior Specialist Investigator:

Special Investigations

Project Manager & Investigations Head: SA 00013/00
Organized Crime Threat Compiler & Organised Crime Investigator
Prevention of Organised Crime (POCA) Specialist
Multidisciplinary Under Cover Operative

Project Leader & Investigator

Qualifications:

BA (Unisa) & National Diploma (Pol.)

Former Colonel

Mobile: +27 82 222 5821

Mobile: +27 79 533 7069

E-mail: luke@mikebolhuis.co.za

Mr. Vince Harris

S.S.S Senior Specialist Investigator:
S.S.S. Group Leader : Greater Pretoria Area
Serious Violent Crimes

General Crimes Phase 1/2/3

Crime Intelligence

Specialist in Conflict Resolution
Interrogation Methods
Qualifications:

National Diploma (Police Science)
Former Colonel (1977 - 2005)
PSIRA Reg Number: 1271449
Mobile: +27 82 673 1830

E-mail: vinceh@mikebolhuis.co.za

Mr. Koos Gerber

S.S.S. Senior Specialist Investigator:
Serious Violent Crimes

Head: Protection Unit

Head: Rehabilitation & Narcotics
Head: Track & Tracing Unit

Narcotics detection

Risk Analysing

K9 Unit

Former Warrant Officer (1991 - 2015)
PSIRA Registration Number: 2512638 (A)
Mobile: +27 82 952 6909

Email: koosg@mikebolhuis.co.za.

Mr. Dewaldt Huysamen

SSS Specialist Investigator:

Head: Cybercrime Division, Email Scams, Internet Scams,
Internet Fraud, Cryptocurrency & Blockchain Specialist
Head of SSS Platforms:

Social Media Channels, Website, Database,

PR, Communications, System Administration
Qualifications:

Google Ads Certified

Google Analytics Certified

Hubspot Certified

Google Partner

Google Streetview Partner

Google Regional Trainer

Mobile: +27 61 800 0020

Email: dewaldt@mikebolhuis.co.za

Mr. Cobus Cronje

S.S.S Senior Investigator:
Serious Economic Crimes
Corporate Forensic Investigations
Fraud Investigations



Copper cable (overhead) theft investigations
Qualifications:

Diploma Forensic Investigations and Criminal Law
National Higher Certificate - Police Administration
Former Detective Sergeant (1992 - 2000)

PSIRA Registration number: 2403871

Mobile: +27 71 219 4811

E-mail: cobusc@mikebolhuis.co.za

Mr. Cecil Benade

S.S.S Senior Specialist Investigator:
National Head: SSS Serious and Violent Crime Investigation
Serious Violent Crimes

K9 - Drug Enforcement Unit

K9 - Visual Tracking Unit

K9 - Explosive Identification Unit
Qualifications:

National Diploma - Police Administration
Former Captain (1994 - 2019)

PSIRA Registration Number: 3203622
Mobile: +27 79 527 8886

E-mail: cecilb@mikebolhuis.co.za

Ms. Maatje Swanepoel

S.S.S. Specialist Investigator:
Serious Violent Crimes

K9 Patrol Dog

Explosives Identification

K9 Explosives

Fire Investigation

K9 Fire Investigation

Veterinary Assistant K9

Former Captain (1993 -2021)
PSIRA Registration Number: 3203617
Mobile: +27 66 007 1818

Email: maatje@mikebolhuis.co.za

Ms. Odette van Staden

S.S.S Specialist Investigator:

Serious Violent Crimes

Serious Economic Crimes

Crime Information Analyst

Criminal Behaviour Specialist
Qualifications:

National Diploma - Policing

Higher Certificate - Communication
Former Captain (1999 - 2019)

PSIRA Registration number: 3056821
Mobile: +27 82 979 4493/+27 60 306 5487
Email: odettevs@mikebolhuis.co.za

Mr. Chris Coetser

S.S.S. Specialist Investigator:

Serious Violent Crimes

Serious Economic Crimes

Commercial Crimes

Vehicle Crime

Specialist Analyst

Specialist Intelligence Gatherer

Specialist Anti-Counterfeit Products Investigator
Qualifications:

National Diploma: Police Administration

UCT Certificate: Occupational Health and Safety (OHS)
UCT Certificate: Business Risk Management

Analyst Notebook qualification (Investigative Software Solutions)
Former Warrant Officer (1989 - 2013)

PSIRA Registration Number: 2540982 (Grade A)



Mobile: +27 82 457 4007
Email: chrisc@mikebolhuis.co.za

Mr. Johan de Jager

S.S.S. Senior Specialist Investigator:
Serious Violent Crimes

K9 Patrol Dog

Explosives Identification

K9 Explosives

K9 Endangered and Protected Species
Commercial/Corporate Investigator & Prosecutor
Former Warrant Officer (1992 - 2009)
PSIRA Registration Number: 3203619
Mobile: +27 79 617 6881

Email: jjdejager@mikebolhuis.co.za.

Mr. Tony Naidoo

S.S.S Specialist Investigator:
Serious Violent Crimes

Intelligence Gathering

Covert Operations Specialist

Serial Killing Investigation Specialist
Kidnapping Investigation Specialist
Armed Robbery Investigation Specialist
Fraud Investigation Specialist
Mobile: +27 82 222 5821

Mobile: +27 79 533 7069

E-mail: mike@mikebolhuis.co.za

Mr. Vaughan Schwartz

S.S.S Specialist Investigator:

Serious Economic Crimes

National Chief Specialist Investigator
Qualifications:

B.Proc (UNISA) & Nat. Dip. Police Admin. (RSA Tek)
Qualified Attorney & Conveyancer
Former Lieutenant Colonel (1983 - 1995)
PSIRA Registration Number: 3203620
Mobile: +27 79 347 5691

Email: vaughans@mikebolhuis.co.za

Miss. Daniélle Van Ede

S.S.S Specialist Investigator:

Criminologist

Serious Economic Crimes

Crime Information Analyst and Criminal Profiler
Expert Criminal Investigator Involving Female Offenders and Personality Disorders
Qualifications:

BA (Pretoria) BA HONS (Criminology) (Monash)
PSIRA Registration Number: 3203623

Mobile: +27 82 456 0367

Email: daniellevanede@mikebolhuis.co.za

Miss. Natascha Laing

S.S.S. Specialist Investigator:
Preliminary Investigations Specialist
Investigative Interview Specialist
Case Docket Administrator

Ethics to Business Environment
Common and Statutory Law Offences Specialist
Criminal Justice System Analyst
Private and Forensics Investigator
Mobile: +27 82 089 4783

Email: nataschal@mikebolhuis.co.za

Miss. Chenique Opperman
S.S.S. Specialist Investigator:



Serious and Violent Crimes

Crimes against Children

Domestic Violence

Prosecuting Unit

Legal adviser

Qualifications:

LL B (NWU)

Admitted Attorney of the High Court of South Africa
LPC member number: 46536
Mobile: +27 82 7803708

Email: chenique@mikebolhuis.co.za

Mr. Morney Vos

S.S.S Senior Specialist Investigator:
Serious Violent Crimes

Serious Economic Crimes

Commercial Crimes

Vehicle Crime

K9 - Patrol/Explosive Specialist

K9 - Tracking Specialist
Qualifications:

National Certificate - Police Administration
Former Warrant Officer (1988 - 2001)
PSIRA Registration Number: 886208
Mobile: +27 66 212 5193

E-mail: morneyv@mikebolhuis.co.za

Mr. Wilhelm Keyser

S.S.S Senior Specialist Investigator:
Serious Violent Crimes
Surveillance Specialist

Combat & Self Defense Specialist
VIP Bodyguard

Risk Analysis Specialist

Safety & Security Specialist

Head: Crime Protection Unit
Mobile: +27 82 772 8957

E-mail: wilhelmkeyser@yahoo.com

Mr. Hein Jooste

S.S.S Specialist Investigator:

Crime Prevention Operative

Crime Intelligence & Covert Operative
Anti-Hijack & Security Specialist
Anti-Industrial/Corporate Espionage/Sabotage Specialist
Tracking & Tracing Specialist

VIP & Close Protection Operative

Special Weapons & Tactics Specialist
Mobile: +27 83 759 8689

Email: fourways.swordfighting@gmail.com

Mr. Brendon Riley

S.S.S Senior Specialist Investigator:
Bug & Debugging Specialist

Risk Analysis Specialist

Alarm & CCTV Expert

Crime Scene Cleaning Specialist
Safety & Security Equipment Specialist
Mobile: +27 83 273 7928

E-mail: bhriley@mweb.co.za

Mr. Jan Roos

S.S.S Senior Specialist Investigator:
Commercial Fraud Investigations
Narcotics ID Specialist
Track-&-tracing

Qualifications:



First responder to sexual offences

Vulnerable children specialist investigator
National Certificate - Policing

Former Detective Warrant Officer (1991 - 2017)
PSIRA Registration Number: 3033614 (A)
Mobile: +27 79 997 1132

E-mail: janr@mikebolhuis.co.za

Mr. Wesley Vos

S.S.S Specialist Investigator:

Serious Violent

Serious Economic Crimes
Qualifications:

National Diploma - Risk Management
PSIRA Registration Number: 3207128
Mobile: +27 60 899 9938

Email: wesleyv@mikebolhuis.co.za

Mr. Hennie Viljoen

S.S.S Specialist Investigator:

Serious Violent Crimes

General Crimes

Unnatural Deaths including cases against Medical Practitioners
Qualifications:

National Diploma - Police Administration
Former Deputy Sherriff

Former Detective Inspector (1986 - 2007)
PSIRA Registration Number: 3203623
Mobile: +27 82 787 8388

E-mail: henniev@mikebolhuis.co.za

Mr. Ray Koch

S.S.S Specialist Investigator:
Serious Economic Crimes

Serious Violent Crimes

VIP Protection

PSIRA Registration Number: 265329
Mobile: +27 82 255 1516

Email: rayk@mikebolhuis.co.za

Mr. Callie De Kock

S.S.S Specialist Investigator:

General Crime Investigations

Road Accident Investigations

Loss/Risk Management Investigations
Retail Loss/Shrinkage Investigations
Fingerprint Expert

Qualifications:

National Diploma Police Administration
Diploma in Private Investigations (London UK 2005)
British Transport Police (2000-2006)
Former Lieutenant Colonel (1985 - 2000)
PSIRA Registration Number: 3203612
Mobile: +27 61 419 4416

E-mail: calliedk@mikebolhuis.co.za

Mr. Phil Vermeulen

SSS Senior Specialist Investigator
Serious Violent Crimes Investigations
Narcotics ID & Investigation

Copper Theft Exposed / Investigation
Informer and Interpreter specialist
Track & Trace

VIP Escorts and personal protection
Hijacking & Vehicle Theft Investigations
Qualifications:

National Diploma: Policing



Former Warrant Officer (1990 - 2006)
PSIRA Registration Number: 1561931
Mobile: +27 82 604 4598

Email: phili4vermeulen@gmail.com

Mr. Jacques Visser

Specialist Investigator:

Serious Violent Crimes

K9 - Patrol & Explosives

Explosives ID Expert

Illegal Mining Operations Expert
Anti Poaching Operator

CPO Operator

High-Value Escort Gold (PSD)
Safety & Security Specialist

Former Sergeant (1990 - 2002)
PSIRA Registration Number: 969049
Mobile: +27 67 946 0812

Email: jacquesv@mikebolhuis.co.za

Mr. Mac Coetzee

S.S.S Specialist Investigator:
Deception Detection

Profiling Specialist

Behaviour & Personality Profiling
Cognitive Interviewing

Close Executive Protection (BTECi)
Security Risk Assessment (BTECi)
Counter Surveillance (BTECi)
Criminology (BA CRIM)
Psychology (BPSYCH HONS)
Criminal Psychology - Current (BPSYCH MBA)
Mobile: +27 72 727 9504

E-mail: marcus@soulx.co.za

Mr. Ben Calitz

Spectrack (Pty) Ltd

S.S.S Senior Specialist Investigator:
Serious Economic Crimes
Serious Violent Crimes

Track & Tracing Unit
Safety/Risk Analysis Unit
Blasting/Explosive Expert
Security Specialist

Cash In Transit-007

Response Security Officer-006
PSIRA NUMBER:329871
Mobile: +27 84 473 0126
Email: ben@spectrack.co.za
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You are receiving this email to inform and keep you up to date with violent and/or economic
crimes. This is important to enable you to inform and protect your loved ones and everyone
you know.

Our mailing address is:
mike@mikebolhuis.co.za
Mike Bolhuis Specialised Security Services
Po Box 15075 Lynn East
Pretoria, Gauteng 0039
South Africa

Add us to your address book
Want to change how you receive these emails?
You can update your preferences or unsubscribe from this list.
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This email was sent to mike@mikebolhuis.co.za

why did | get this? unsubscribe from this list update subscription preferences

Mike Bolhuis Specialised Security Services - Plot 75 Leeuwfontein - Pretoria, Gauteng 0039 - South Africa



